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SH2 HAUS: €5

Proof-of-Work (PoW) : Bitcoin, Ethereum, Litecoin

o Pros: Very secure
o Cons: Slow throughput, expensive computations

* Proof-of-Stake (PoS) : Dash, Stratis, NAV Coin, Peercoin, Decred, Nxt, Nova Coin

o Pros: Attacks more expensive, energy efficient
o Cons: Prone to centralisation

« Delegated Proof-of-Stake (DP0S) : Steemit, BitShares, EOS, Lisk, Ark, BitShares, Ethereum Casper, Tendermint, Slasher
o Pros: Cheap transactions, scalable, energy efficient
o Cons: Partially centralized

* Proof-of-Authority (PoA) : POA Network, Ethereum Kovan/Rinkeby testnet

o Pros: Simple, Cost efficient, High throughput, scalable
o Cons: Centralized

« Byzantine Fault Tolerance (BFT) : Hyperledger, NEO, Stellar, Ripple, Dispatch
o Pros: High throughput, Transaction finality, Cost efficient, scalable
o Cons: Centralized, Semi-trusted

o Variantes: Practical Byzantine Fault Tolerance (PBFT) : Hyperledger, Federated Byzantine Agreement (FBA) : Stellar, Ripple, Delegated Byzantine Fault
Tolerance (dBFT)

https://hackernoon.com/a-hitchhikers-guide-to-consensus-algorithms-d8laae3eb0e3
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PBFT

PBFT(Practical Byzantine Fault Tolerance)



Two Generals’ Problem
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BGP (Byzantine Generals Problem)

Paper

"The Byzantine Generals Problem “, Lamport, L.; Shostak, R.; Pease, M.
(1982). ACM Transactions on Programming Languages and Systems

The Byzantine Generals Problem

LESLIE LAMPORT, ROBERT SHOSTAK, and MARSHALL PEASE
SRl International

Reliable computer systems must handle malfunctioning components that give conflicting information
to different parts of the system. This situation can be expressed abstractly in terms of a group of
generals of the Byzantine army camped with their troops around an enemy city. Communicating only
by messenger, the generals must agree upon a common battle plan. However, one or more of them
may be traitors who will try to confuse the others. The problem is to find an algorithm to ensure that
the loyal generals will reach agreement. It is shown that, using only oral messages, this problem is
solvable if and only if more than two-thirds of the generals are loyal; so a single traitor can confound
two loyal generals. With unforgeable written messages, the problem is solvable for any number of
generals and possible traitors. Applications of the solutions to reliable computer systems are then
discussed.

Categories and Subject Descriptors: C.2.4. [Computer-Communication Networks]: Distributed
Systems—network operating systems; D.4.4 [Operating Systems]: Communications Management—
network communication; D.4.5 [Operating Systems]: Reliability—fault tolerance

General Terms: Algorithms, Reliability
Additional Key Words and Phrases: Interactive consistency




BGP (Byzantine Generals Problem)
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PBFT (Practical Byzantine Fault Tolerance)

@ Paper

> "Practical Byzantine Fault Tolerance and Proactive Recovery “, Castro, M.; Liskov, B. (2002). ACM
Transactions on Computer Systems.

@ N=3f +1 Practical Byzantine Fault Tolerance

) and Proactive Recovery
> N = MH UEST == £
A
T

> f=H|ZHEl ==

MIGUEL CASTRO

Microsoft Research

and

BARBARA LISKOV

MIT Laboratory for Computer Science

Our growing reliance on online services accessible on the Internet demands highly available sys-
tems that provide correct service without interruptions. Software bugs, operator mistakes, and
malicious attacks are a major cause of service interruptions and they can cause arbitrary behav-
ior, that is, Byzantine faults. This article describes a new replication algorithm, BFT, that can be
used to build highly available systems that tolerate Byzantine faults. BFT can be used in practice
to implement real services: it performs well, it is safe in asynchronous environments such as the
Internet, it incorporates mechanisms to defend against Byzantine-faulty clients, and it recovers
replicas proactively. The recovery mechanism allows the algorithm to tolerate any number of faults
over the lifetime of the system provided fewer than 1/3 of the replicas become faulty within a small
window of vulnerability. BFT has been implemented as a generic program library with a simple
interface. We used the library to implement the first Byzantine-fault-tolerant NFS file system,
BFS. The BET library and BFS perform well because the library incorporates several important
optimizations, the most important of which is the use of symmetric eryptography to authenticate
messages. The performance results show that BFS performs 2% faster to 24% slower than produc-
tion implementations of the NFS protocol that are not replicated. This supports our claim that the
BFT library can be used to build practical systems that tolerate Byzantine faults.

Categories and Subject Descriptors: C.2.0 [Computer-Communication Networks]: General—
Security and protection; C.2.4 [Computer-Communication Networks]: Distributed Systems—
Client/server; D.4.3 [Operating Systems]: File Systems Management; D.4.5 [Operating Sys-
tems|: Reliability—Fault tolerance; D.4.6 [Operating Systems]|: Security and Protection—
Access controls; authentication; cryptographic controls; D.4.8 [Operating Systems]|: Perfor-
mance—DMeasurements

General Terms: Security, Reliability, Algorithms, Performance, Measurement

Additional Key Words and Phrases: Byzantine fault tolerance, state machine replication, proactive
recovery, asynchronous systems, state transfer




BFT (Byzantine Fault Tolerance)
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PBFT(Practical Byzantine Fault Tolerance)
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PBFT(Practical Byzantine Fault Tolerance)
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PBFT(Practical Byzantine Fault Tolerance)
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PBFT(Practical Byzantine Fault Tolerance)
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